MISSOURI AIR GUARD DSG VACANCY ANNOUNCEMENT

Position Title, AFSC, and Grade: Location:
Position Title: Warfighter CommunicationsOperations Location of Position: JeffersonBarracks ANGB
AFSC of Position: 17D Unit Assigned: 257Combat Operations Squadron
Grade of Position: O-4/ MAJ Unit Address: 28 ShermanRd. St Louis, MO 63125
Additional Information: For More Information and application submission:
Eric White, Lt Col
This is a Drill Status Guardsman (DSG) announcement. 314-527-8500
eric.white.2@us.af.mil
Closing date: 04-Aug-2025

Applications will be accepted from the following:

Applications will be accepted from qualified candidates who meet the requirements below and
turn in required documentation (as outlined below) by close of business: 04-Aug-2025

Individuals must meet the following requirements:

. Air Force Specialty Code (AFSC): 17D

. Secret security clearance is required: Top Secret/SCI

. Current Military Grade Requirements: NPS/ENLISTED/OFFICERS

. Member must also meet the requirements of DAFMAN 36-2905 & AFI 36-2109 and other regulations as required. Not eligible
for or be receiving an Immediate Federal Retirement Annuity (military or civilian).

. Must be available in person for hiring boards, which will be conducted: 11-Aug-2025 Preferred start date: 01-Sep-2025

6. Missouri Air National Guard membership is required.
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Optional requirements determined by Unit:
7. ADDITIONAL REQUIREMENTS FOR 257 COS 17D DSG VACANCY ANNOUNCEMENT 20250610

Individuals must submit the following required documents:

1. Record Review Update from v-MPF (all pages).

2. Print out of most current fitness tracker report from myFitness.

Optional required Documents determined by the Unit:

[E] RAW Surf within last six months

] DD Form 469 (if applicable)

@ Resume

[] Official Biography (no photo required)

[O] Enlisted to Officer packages must have civilian bachelors degree on Record Review RIP (if applicable)
[0] Last 3 military performance reports

If you are unable to provide any of the documents above by the closing date, a memorandum must be submitted explaining
why that document is not available or included.

The Missouri Air National Guard is an Equal Opportunity Employer




DEPARTMENT OF THE AIR FORCE
131ST BomB WING (AFGSC)
WHITEMAN AIR FORCE BASE, MISSOURI

June 10, 2025

MEMORANDUM FOR RECORD
FROM: 257 COS/CC

SUBJECT: ADDITIONAL REQUIREMENTS FOR 257 COS 17D DSG VACANCY
ANNOUNCEMENT

1. Individuals lacking AFSC qualifications are required to undergo position-specific training,
potentially including Officer Training School (OTS) and 17D technical training.

2. Applications will be accepted from non-prior service personnel, enlisted members, and
officers with a maximum military grade of O-4.

3. Applicant must be capable of obtaining a Top-Secret security clearance.

4. Refer to the Air Force Officer Classification Directory (AFOCD) for specific AFSC
requirements.
Digitally signed by

HAWLEY.GLEN.K HAWLEY.GLEN.KYLE.111593

YLE.1115939196 31322: 2025.06.10 10:00:43
-05'00"

G. KYLE HAWLEY, Col, USAF

Commander



DAFOCD, 30 Apr 25

AFSC 17D4*, Staff
AFSC 17D3*, Qualified
AFSC 17D1%, Entry

WARFIGHTER COMMUNICATIONS OPERATIONS
(Changed 31 Oct 24)

1. Specialty Summary. Operates, secures, configures, designs, maintains, sustains, and extends cyberspace infrastructure; provides and
employs cyberspace capabilities; and leads Department of Defense information network (DODIN) operations missions to achieve
Commander’s objectives in or through cyberspace.

2. Duties and Responsibilities:

2.1.  Plans, designs, maintains, and operates information networks and cyberspace systems necessary for operations.

2.2.  Provides a broad range of cyber-related expertise key to successful warfighting operations in the air, space, and cyberspace
domains, to include the electromagnetic spectrum

2.3.  Facilitates architectural and technical solutions to operational requirements; vets potential solutions and advises commanders on
associated risks and mitigation factors.

2.4.  Directs the extension, employment, reconfiguration, adaptation and creation of portions of cyberspace to assure mission success
for commanders. This includes both deliberate and crisis action scenarios.

2.5. Develops plans and policies, monitors operations, and advises commanders. Assists commanders and performs staff functions
related to this specialty.

2.6.  Provides specific cyber-terrain-focused expertise to defensive cyberspace operators to enhance their ability to defend that terrain.
2.7.  Advocates for resources when existing resources are insufficient to prosecute assigned missions.

2.8.  Develops Primary, Alternate, Contingency, and Emergency (PACE) communications plans to support mission assurance. Manages
operations with degraded capabilities while working to reestablish primary ones.

3. Specialty Qualifications:

3.1. Knowledge. Mandatory knowledge includes information technology, wired and wireless telecommunications, computer
networking, cloud architectures, electronics theory, information assurance, data links management, spectrum operations, vulnerability
assessment techniques, operating system environments, scripting, operational and tactical planning, and supervisory control and data
acquisition systems. Knowledge will include the military application of these technologies as well as industry best practices.

3.2.  Education. Undergraduate or graduate education related to computer science, computer engineering, or information technology is
desirable, but not required.

3.3. Training. The following training is mandatory as indicated:

3.3.1. To earn the 17DXA AFSC, member must complete Undergraduate Cyberspace Warfare Training (UCWT). To earn the 17DXB
AFSC, member must complete UCWT and Expeditionary Communications Training.

3.4.  Experience.

3.4.1. The 17D1X skill-level will be applied to all 17D officers who have not yet completed UCWT. 17D officers will be awarded the
17D3X skill level upon arrival at their first duty station after completion of UCWT. Members will maintain the 17D3X skill level as their
Primary AFSC for the remainder of their career. The 17D4X skill level is only applied as a member’s Duty AFSC based on position.
Officers must be appointed to a staff position at the Air Staff, MAJCOM, Numbered Air Force (NAF), Field Operating Agency (FOA),
Direct Reporting Unit (DRU), Joint Force Headquarters (JFHQ), National Guard Bureau (NGB) or Combatant Command (CCMD) to
achieve the Staff Level 17D4X skill level Duty AFSC.

3.5.  Other.

3.5.1. For award and retention of this AFS, members must acquire and maintain a Top Secret clearance via Tier 5 investigation as
outlined in DoDM 5200.02_ DAFMAN 16-1405, Department of the Air Force Personnel Security Program. NOTE: Award of the entry
level AFSC (17D1X) without a completed Top Secret clearance is authorized provided an interim Top Secret clearance has been granted
according to DoDM 5200.02 DAFMAN 16-1405.

3.5.2. Retention of these AFSCs may require favorable adjudication of counter-intelligence polygraph and/or favorable determination for
access to sensitive compartmented information.

3.5.3. Members may be required to obtain and maintain a Flying Class III physical to qualify for specific positions within this AFS.

4. *Specialty Shredouts:

Suffix Portion of AFS to Which Related

A Network Operations

B Expeditionary Communications Operations
T Technical Track

92



DAFOCD, 30 Apr 25

17D - WARFIGHTER COMMUNICATIONS OPERATIONS

Tier Target Accession Rate CIP Education Program Description Requirement
1 70% 11.XXXX (Excluding Computer and Information Sciences and Support Services Mandatory
11.03XX and 11.06XX)
Or
14.09XX Computer Engineering
Or
14.1201 Engineering Physics/Applied Physics
Or
14.3501 Industrial Engineering
Or
14.4101 Electromechanical Engineering
Or
14.10XX Electrical, Electronics and Communications
Or
15.0303 Electrical, Electronics and Commut_li_cations Engineering
Technology/Technician
Or
15.1202 Computer Technology/Computer Systems Technology
Or
29.0207 Cyber/Electronics Operations and Warfare
Or
30.08XX Mathematics and Computer Science
Or
30.16XX Accounting and Computer Science
Or
30.3001 Computational Science
Or
52.12XX Management Information Systems
Or
30.7001 Data Science
Or
14'.XXXX Engineering
(Excluding 14.0102)
Or
27.0103, 27.0303, Mathematics
27.0304
15.03XX, 15.04XX,
20% 15.08XX, 15.12XX, L . Desired
15.14XX Engineering Technologies
Or
27.XXXX Mathematics and Statistics
Or
40.08XX Physics
Or
14.37 Operations Research
Or
40.05XX Chemistry
10% Any Any Degree Permitted

283
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